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cis® Cyber Security Challenges

Multiple Security Tools
Avr. Cyber Tools (Enterprises): ~76

Overflow Of Threats & Vulnerabilities

Avr. Daily Alerts: ~10k-15k/day
Avr. Critical Vulnerabilities: 476

Talent Shortage

Current Shortage gap of 3.4 million cybersecurity experts
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Assuming Control

A Pro-Agentics Centralized Platform

-

~

Context-Aware

Analysis

Clear Holistic
Organizational
Picture

Professional
Grade Decisions
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ciso Across Multiple Security Domains

Holistic Cyber View

Threats Identity Posture

\_ J \_ J . J

IT/ OT / Cloud
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29  NeoCISO Acts As A Security Professional

Builds the picture

The Agent pulls and validates all the relevant data points

Synthesizes context
What happened [ why it matters / impact - narrative

Determinations
Severity, Priorities, Trade-offs Laid Out

i S
/
‘/ Owns The Workflow
, { e d Orders The Next Steps & Identified Stakeholders
¢ /\° :
/ \ | ~ Records Rationale

Every Choice And Its Evidence Were Logged
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158 Cyber Professionals’ Essentials \ | : (

[GovernedJ
[CredibleJ [ManogedJ

NeoCISO's
Pro-Agentics

Practical Proven
Knowledge Strategies

Battle
Tested
Techniques
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CIS® Augmented Power Multiplier

Utilizing Current Security Tools & Operational Data i.e:
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cis® Cyber Professional Agentics

Interpreting Your Cyber Security Data
Into A Clear Picture

By Implementing The Best Of Industry
Practical Knowledge

Battle-Tested Techniques

Proven Strategies
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CISO

Uncovering The
Story Through Time

An XDR detects suspicious
activity in one of the
servers.

NeoCISO connects the
dots to past events to
uncover the story of an
emerging attack.
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CISO

[ Today

< Security Analyst

J046 (87 %) Assets Within Acoaptable Thrashold [Low)
87 {13%) Assets In Risk

3518 Total Unique Assets
Pk Posture

Assets To Fix Now
B . O cutof 1730
B ot of 1316
B yesey D 5 opof 153
B Her N 17 ot of 170

Ciicd | I 15 outof 140

=
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12  Predicted Attacks

100
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Vulnerabilities By Risk Score

Forffy SAST Prisma Cloud

Microsoft DFC

360° Resilience
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Delayed patching of critical CVEs

M 10, 2025, 30007 pm jert

Unsecured DNS resolver configurations
Mar 8, @5 B3 am e

Unapproved software allowed via Group Policy
N B, Q5. L5517 pm fsrt

Shared local admin credentials across endpoints.
N 7, 25, W0 8 Aot

Unrestricted local network permissions
Mar , 2025, TZEM pm e s

Default SSH port (#2) exposed to the internet
Nar 5, M@5, 12348 pm pert

Legacy protocols enabled in Azure AD
Mar 4, 2009, 4722 pm fect

Outdated authentication protocols enforced
Mar 3, 2005, 8:48:59 am pject

Lack of change approval workflows.

Mar 2, 2005, 100423 pm et

Unrestricted local administrator privileges

28 Vulnerabilities
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CISO

Uncovering The
Story Through Time

An XDR detects suspicious
activity in one of the
servers.

NeoCISO connects the
dots to past events to
uncover the story of an
emerging attack.
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¢ Security Analyst (Top Alerts)

Informasion Chat

Emerging Ransomware Attack via Phishing and Lateral Movement

Correlated alerts over the past week indicate an emerging ransomware attack. The investigation reveals a series of precursor events including a
phishing email delivery, followed by credential dumping, unauthorized LDAP queries, and culminating in suspicious PowerShell activity on a file server.
This progression suggests that attackers are systematically preparing to deploy ransomware by first gaining entry via phishing, then escalating privileges
and mapping the network before staging their final malicious actions.

The sequential alerts indicate an emerging ransomware campaign that began with initial suspicious file execution, followed by credential dumping and
network reconnaissance. The later stages of the attack involve a phishing email delivery and suspicious PowerShell activity indicative of ransomware
staging. Immediate containment and a full incident response are required to prevent widespread ransomware deployment and potential data loss.

Steps

1 Phishing Email Delivered — Reported by User A

On 2025-01-24 at 12:32, a phishing email impersonating IT support was delivered to internal recipients and reported by a user. This email provided
the attackers with an initial entry point, prompting further compromise of user accounts.

2 Credential Dumping Detected — Mimikatz Activity A

On 2025-01-24 at 13:21, CrowdStrike Falcon detected Mimikatz-like activity on an Employee Workstation (10.1.50.40). This indicates that following
the phishing compromise, the attackers have extracted credentials to facilitate lateral movement within the network.

3  Unusual LDAP Queries — Possible Reconnaissance A
On 2025-01-27 at 11:45, Azure AD Identity Protection reported unauthorized LDAP queries from the compromised Employee Workstation

(10.1.50.40) targeting the Active Directory server (10.1.50.5). This reconnaissance activity indicates that attackers are mapping the network to
identify high-value targets for further exploitation.

4 Suspicious PowerShell Execution on File Server A



Automating Audit Reports

Automated cybersecurity reports
that comply with ISO 27001, NIST,
SOC2, GDPR
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CIS®

Getting The Job Done

Triage—Sec.
Incidents

Builds Mitigation
Plans

Vulnerability

Analysis &
Prioritization

SIEM/SOC
Augmentation

Mapping Incidents
Across Kill-Chain

Unified Threats
Visibility

Simulated Risk
Impact Scenario
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NZ/9 Competitive Landscape

Al Traditional Approach

Pro-Agentics Platform

Contextual
Awareness

v
Live Organizational Context Drives
Every Analysis & Decision

Decision Auditability

v
Step-By-Step Professional
Reasoning & Auditability

Governed Decisions

v
Governed Organizational Principles
& Processes

Mitigation Plans

v
Holistic, Methodology-Backed
Mitigation Within Organizational
World View & Limitations
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C' lz, S‘é Market Opportunity

Al in Cybersecurity is projected to reach $93.75 billion by 2030
CAGR of 24.3% (2023-2030)

MSSPs Market is projected to reach $141.18 billion by 2030 CAGR
of 15.6% (2023-2030)

The Cybersecurity Workforce Gap Market is projected to
reach $306 billion by 2030— a CAGR of 4% (2023-2030)

*(1SC)>'s Cybersecurity Workforce Study (2023)
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' .!Z/g Getin Touch:

CIS @ © +972.54.678.6042

® Info@neociso.com

Pro-Active Cyber Security httpSI//WWW.neOCiSO.COm

Professional Agentic
Platform

*NeoCISO Logo, Brand & Tool are a proprietary & copyright of NeoCISO, INC.
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